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Föderiertes forgejo

Community in der eigenen 
Hand
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Meissa GmbH

● Sitz in Reutlingen | < 10 Mitarbeiter
● Fokus: DevOps, Cloud & Security
● Gemeinwohl & Datenschutz

• OpenSource 
Ausbildung

• Plastiksammeln 
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Das Pattern

● Unser Invest: 500T in den letzten 10 Jahren
● Unser Return: Community
● Aber: Community ist an die jeweilige Platform 

gebunden!
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Problem: Plattform Bindung
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Das Pattern

● Unser Invest: 500T in den letzten 10 Jahren
● Unser Return: Community
● Aber: Community ist an die jeweilige Platform 

gebunden!
● Lösung: Eigener Server (forgejo) & Föderierung
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Exkurs: Was ist forgejo?

● Gogs: 
• Leichtgewichtige git Plattform – in go
• Kleine Community, Entwicklung stagniert

● Gitea: 
• Community (ca. 1400 Commiter)
• 2022 Kontrollübernahme durch Gitea Ltd
• Contribution nur nach Abtreten des Copyrights
• Wandel zu OpenCore
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Exkurs: Was ist forgejo?

● forgejo: 
• Lebendig (>100 Commiter, 1500 PRs/a, 750 

Issues/a)
• Große Instanz codeberg.org als GitHub-

Alternative
• Fokus Stability (LTS Releases & Testabdeckung) 
• Fokus Sicherheit: Gefixte CVEs
• Fokus Föderierung
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Exkurs: Föderierung / Mastodon
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Nachrichten im Hintergrund
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Datenmodell Mastodon / GoToSocial

● Activity-Pub: Protokoll
● Activity-Streams: Das Datenmodell
● Eventual Consistency: Out- / In-Box
● Like, Message, Person, Gravestone



Michael Jerger
www.meissa.de

Seite 15
2025_05_05_foederiertes_forgejo

Datenmodell für Git-Platform

● ForgeFed: https://forgefed.org/
● Team / Members
● Project / Repository / Branch
● Issue / Merge- und Pull-Request
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Gefangene Sterne – Problem?



Michael Jerger
www.meissa.de

Seite 17
2025_05_05_foederiertes_forgejo

Gefangene Sterne – Problem?



Michael Jerger
www.meissa.de

Seite 18
2025_05_05_foederiertes_forgejo

Gefangene Sterne – Problem?



Michael Jerger
www.meissa.de

Seite 19
2025_05_05_foederiertes_forgejo

Gefangene Sterne – Problem?



Michael Jerger
www.meissa.de

Seite 20
2025_05_05_foederiertes_forgejo

Gefangene Sterne – Problem?



Michael Jerger
www.meissa.de

Seite 21
2025_05_05_foederiertes_forgejo

Gefangene Sterne – Problem?



Michael Jerger
www.meissa.de

Seite 22
2025_05_05_foederiertes_forgejo

PR: Federated Star

● Commits: 526
● Geänderte Dateien: ~ 60
● Invest: ~ 1200h
● Status: gemerged
● Release: 8.0
● Am: 17.7.2024

https://domaindrivenarchitecture.org/posts/2024-06-05-howto-federated-stars/
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Federated Star
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Like-Activity

{
  "id": "https://distant.instance/api/v1/activitypub/user-id/1/outbox/12",
  "type": "Like",
  "actor": "https://distant.instance/api/v1/activitypub/user-id/12",
  "object": "https://local-instance/api/v1/activitypub/repository-id/1",
  "startTime": "2024-01-05T23:00:00-08:00"
}
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Sicherheit

● Threat Analysis:
• SQL-Injection
• Knock foreign Http-Servers
• DOS by Rate / Slowlories
• Replay & Replay out of Order
• Malicious Activities / Forge / Controlled Forge
• Saturate Activitiy Rate

https://codeberg.org/forgejo-contrib/federation/src/branch/main/threat-analysis/threat-analysis-like-activity.md
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Federation Capabilities

● Actor Server
• Done: Discovery, Cache
• Open: Moderation

● Actor User
• Done: Inbox, Mapping federated user
• Open: Outbox, Moderation, Follow, CreateNote

● Actor Repository
• Done: inbox, like
• Open: outbox, follow, PR, ...
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Federation Capabilities

● Security
• Done: Create keypair, Threat Mitigation
• Open: Signed Activities, HTTP signature

● More Actors Issues, Team, Orga

● Interoperability
• In Progress: forgejo
• Open: GitLab, GitHub, Gitea, Bitbucket, gotosocial, 

mastodon



Michael Jerger
www.meissa.de

Seite 28
2025_05_05_foederiertes_forgejo

Signatures – Problem?

● Malicious Activities (Benutzer <> Irgend jemand)
• Benutzer sendet ein Star
• Irgend jemand sendet darauf ein Undo-Star

● Unclear Moderation (wen blocken?)

• Malicous Actor
• Malicious Instance
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PR: Enable HTTP signatures

● Commits: 34
● Geänderte Dateien: ~ 22
● Status: merged
● Release: 11
● Am: 3.4.2025

https://codeberg.org/forgejo/forgejo/pulls/7035
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Keys für Signaturen beschaffen
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Federation Capabilities

● Security
• Done: Create keypair, Threat Mitigation, HTTP 

signature
• Open: Signed Activities

● More Actors Issues, Team, Orga

● Interoperability
• In Progress: forgejo
• Open: GitLab, GitHub, Gitea, Bitbucket, gotosocial, 

mastodon
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User Activity Following – Problem?

● Follow Mastodon- / GoToSocial-Users from 
Forgejo?

● Follow Forgejo-Users from Mastodon / 
GoToSocial
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PR: Federated user activity following

● Commits: 114
● Geänderte Dateien: ~ 65
● Invest: ~ 750h
● Status: start merge
● Release: ?
● Am: ?

https://codeberg.org/forgejo/forgejo/pulls/4767
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Follow-Activity

{
  "type": "Follow",
  "actor": "https://distant.instance/@user",
  "object": "https://local-instance/api/v1/activitypub/user-id/1"
}
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Note-Create-Activity

{
  "type":"Create",
   "actor":"https://distant.instance/@user",
   "to": ["https://www.w3.org/ns/activitystreams#Public"],
   "cc": ["https://local-instance/api/v1/activitypub/user-id/1"],
   "object": {
      "type":"Note",
      "content":"The Content!",
      "url":"https://distant.instance/feed/3249023203"}
}
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Federation Capabilities

● Actor User
• Done: async Inbox, Mapping federated user, Follow, 

CreateNote
• Open: Outbox, Moderation

● Interoperability
● In Progress: forgejo, gotosocial, mastodon
● Open: GitLab, GitHub, Gitea, Bitbucket
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Roadmap

● Unstar
die Herausforderung sind gelöst :-)

● Federated repo search / discovery 
Herausforderung: Instance Moderation, Cache 
Management, ForgeFed Vokabular

● Federated Issues
Herausforderung: User Moderation, ForgeFed

● Federated Prs
Herausforderung: CI, Encryption, ForgeFed
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Fazit

● Sichere Föderierung ist ein dickes Brett

● Die Forgejo Community ist cool & 
Föderierung ist im Scope.

● Forgejo Support & Service: 
Sprecht uns gerne an
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URLs und Quellen

meissa/forgejo meissa/plastik

forgejo-contrib/federation


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39

