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Meissa GmbH

Sitz in Reutlingen | < 10 Mitarbeiter
Fokus: DevOps, Cloud & Security
Gemeinwohl & Datenschutz

- OpenSource

Ausbi
- Plastli

dung Foj’o

KSsammeln
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Das Pattern

Unser Invest: 500T in den letzten 10 Jahren
Unser Return: Community

Aber: Community ist an die jeweilige Platform
gebunden!
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Problem: Plattform Bindung

E12

Xing schafft Gruppen ab - der Anfang vom
Ende?

Xing hat am 11.08.2022 seine Mitglieder daruber informiert, bald alle
Gruppen I6schen zu wollen. Das ist fur viele Administratoren, die
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Problem: Plattform Bindung

meissa

GmbH

Drastisch weniger Interaktionen: Neue
Probleme fur New York Times auf
X/Twitter

Beitrage mit Links zur New York Times laufen auf der
Kurznachrichtenplattform X viel schlechter. Eine Erklarung gibt es nicht, das

passt aber zu einem Muster.

Lesezeit: 3 Min. Q) & O a7

Start in die Woche

#Flick

RGERSRB

NGERIPN
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Problem: Plattform Bindung

SOU RCE FORG E For Vendors elp Create Join Login

Open Source Software  Business Software Resources
| Files

KeePass Files

A lightweight and easy-to-use password manager
Brought to you by:

Recommended Projects

kpcli
KeePass Command Line

Interface

Password Safe
Popular easy-to-use and

secure password mana aer

Donate [%

Discussion Tickets v

Reviews

summary

Download Latest Version - .
% ‘

Home KeePass Google Sync
' Plugin

Support

Name & Modified & Size § Downloads / Week ¥ _
Synchromze KeePass
[0 KeePass 2.x 2024-06-01 686,129 I database with Google...
[ Translations 2.x 2024-06-01 11,299 :
Apache Druid
=) aruid|

[0 KeePass 1.x 2024-02-01 2,842 A high performance real-
time analytics database

M Tranclatinne 1 v 2N24A-N1-2R 1272
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Das Pattern

Unser Invest: 500T in den letzten 10 Jahren
Unser Return: Community

Aber: Community ist an die jeweilige Platform
gebunden!

Losung: Eigener Server (forgejo) & Foderierung
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Exkurs: Was ist forgejo?

 Gogs:
- Leichtgewichtige git Plattform - in go
- Kleine Community, Entwicklung stagniert
* Gitea:
- Community (ca. 1400 Commiter)
- 2022 KontrollUbernahme durch Gitea Ltd
- Contribution nur nach Abtreten des Copyrights
- Wandel zu OpenCore

: Michael Jerger Seite 8
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Exkurs: Was ist forgejo?

- forgejo:

meissa

GmbH

- Lebendig (=100 Commiter, 1500 PRs/a, 750

Issues/a)

- Grolse Instanz codeberg.org als GitHub-

Alternative
Fokus Stability (LTS Releases & Testabdeckung)

- Fokus Sicherheit: Gefixte CVEs

-okus Foderierung

Michael Jerger Seite 9
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Exkurs: Foderierung / Mastodon

@ Explore - Mastodon x | +

« - C 0 ‘O 8 https://mastodon.social/explore ﬂ;| | Q, search | & 2 @ (]
D poku [ meissa [JwebConf ¥ repo- 3 To - logMyTime € jira @ cloud ) gitHub & Travis @ meissaio [Jprivate [3Jurlaub » [Dother Bo

Explore ‘mastodon

Once again Ted Chiang has it exactly right. The immediate danger from

#Al is not that it will become sentient and do whatever it wants. The

danger is that it will do what it's being designed to do: help rich

corporations destroy the working class in pursuit of ever-greater pr Local
and thus concentrate wealth in fewer and fewer hands.

| Federated

B Micah Lee

erated by the 2
fit Elon banned me from Twitter for doing journalism. Good riddance.

ADMINISTERED SERVER STATS:

219K
stodon

| am blown away by how nice and helpful everyone is on here! Thank
you for the very warm welcome.

I'm still figuring everything out, but here's a cluster of red eye tree
#frog eggs hanging off a leaf in Belize.

If under threat from a predator, fungus, or drying out, the developing
tadpoles will drop into the water below to continue their development.

| now know #hashtags are important!

#herpetology #amphibians #conservation #biology #biodiversity

i Michael Jerger Seite 10
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Exkurs: Foderierung / Mastodon

@ Explore - Mastodon x | +
« = O 0 ‘ O @ hitps://mastodon.social/explore g | | Q, search | & 2 @ (]
D boku [Jmeissa [JwebConf @ repo-meissa {3 clojars @ dda.io '~ logMyTime € jira @ cloud €)gitHub & Travis @) meissaio [Jprivate [Jurlaub » [Dother Bo

[@ Explore ‘mastodon

Once again Ted Chiang has it exaqiitse > O @ D5/ social F- : o @ :ﬁl
#Al is not that it will become sent :

RENCEEERUEE AN ERYO LN [ Doku [ meissa (O WebConf % repo-meissa 03 clojars @ dda.io '~ logMyTime € jira @) cloud €)gitHub & Travis @ meissa.io  »» [JOther Bookmarks
corporations destroy the working

and thus concentrate wealth in fe

mastodon.social is pa

# clojure : # devops

Y'b Lisp & Scheme Wee (m DevOps Weekly

E.:" | Micah Lee
t ‘a ‘hef London Clojurians Talk: Software Transforming State and Local
Elon banned me from Twitter for ¢ Development Leverage (by Tony Kay) Government IT: Discover the Benefits of
ADMINISTERED SERVER STATS: RS s Microsoft 365 Government
219K

stodon = frem b : _ pr— :
¢ : . : : ' : i & Micah Lee
} er Discussions: ¢ L&

Elon banned me from Twitter for doing
#clojure #programming journalism. Good riddance.

mic [
| am blown away by how nice and
you for the very warm welcome.
rity
I'm still figuring everything out, bqg
#frog eggs hanging off a leaf in B

If under threat from a predator, fu
tadpoles will drop into the water £

| now know #hashtags are important!

#herpetology #amphibians #conservation #biology #biodiversity
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Exkurs: Foderierung / Mastodon

@ Explore - Mastodon x | +
« = O 0 ‘ O @ hitps://mastodon.social/explore g | | Q, search | & 2 @ (]
D boku [Jmeissa [JwebConf @ repo-meissa {3 clojars @ dda.io '~ logMyTime € jira @ cloud €)gitHub & Travis @) meissaio [Jprivate [Jurlaub » [Dother Bo

[@ Explore ‘mastodon

Once again Ted Chiang has it exadilitss > O @ | O B 21§ https://social.meissa-gmbh.de/ social il B vy | | Q, search
#Al is not that it will become sent : i
RENEERUEE AR [ Doku [ meissa (O WebConf @ repo-meissa 13 clojars @ dda.io '~ logMyTime € jira @) cloud € gitHub
corporations destroy the working
and thus concentrate wealth in fe

mastodon.social is pa

# clojure : # devops

Y'b Lisp & Scheme Wee (m DevOps Weekly

E.:" | Micah Lee
t ‘a ‘hef London Clojurians Talk: Software Transforming State and Local

Elon banned me from Twitter for ¢ Development Leverage (by Tony Kay) Government IT: Discover the Benefits of
ADMINISTERED SERVER STATS: RS s Microsoft 365 Government

219K
stodon
. . HeoCities
Discussions: «

Discord

Blog

#clojure #programming
Full Social Directory |

| am blown away by how nice and

you for the very warm welcome.
rity

I'm still figuring everything out, bqg

#frog eggs hanging off a leaf in B

If under threat from a predator, fu
tadpoles will drop into the water £

| now know #hashtags are important!

#herpetology #amphibians #conservation #biology #biodiversity
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meissa

GmbH

Nachrichten im Hintergrund

Bob Alice
follow @Alice

instancel home of Bob

k J

instance? home of Alice

FollowActivity to Inbox of Alice

accept follow

L J

new Message

Bob Alice

.
L

Add "Create Message” Activity to outbox

«

get activities from Alices outbox for Bob

A J

Add Message to Bobs Feed

«

instancel home of Bob

instance? home of Alice

Michael Jerger
www.meissa.de
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* Activity-Pub: Protokoll

Datenmodell Mastodon / GoToSocial

Activity-Streams: Das Datenmodell

Eventual Consistency: Out- / In-Box

Like, Message, Person, Gravestone

meissa
GmbH

Michael Jerger
www.meissa.de

Seite 14
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Datenmodell fur Git-Platform

ForgeFed: https://forgefed.org/
Team / Members

Project / Repository / Branch
Issue / Merge- und Pull-Request

meissa Michael Jerger Seite 15
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Gefangene Sterne - Problem?

meissa

GmbH

mirror on push———p mirror at GitHub

Origin at our repo server

——mirror on push——p mirror at GitLab for Cl

S

mirror on push—p mirror at codeberg for federation test

Michael Jerger
www.meissa.de

Seite 16
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Gefangene Sterne - Problem?

Community
issues| & PR
¢
Maintainer mirror at codeberg for federation test mirror at GitLab for CI
inte&ac PR manuIaI with git artefact}s from ci

Origin at our repo server

i Michael Jerger Seite 17
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Gefangene Sterne - Problem?

DomainDrivenArchitecture /
a e @

= dda-masto-embed

¢> Code I Pullrequests () Actions (I Security

®|| Y

Embeds mastodon timline into a html page. Uses JS, no
intermediate server required.

58 Apache-2.0 license
vr 9stars % 1fork & Swatching §* 3Branches ) 24Tags
A~ Activity [E Custom properties

@ Public repository

meissa Michael j_erger
1 | GmbH www.meissa.de
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Gefangene Sterne - Problem?

DomainDrivenArchitecture /
dda-masto-embed

D dda-masto-embed &

a o @

Signin

Get free trial

Michael Jerger

@ YD dda ' dda-masto-embed
Embeds

interme
Es Apac

¥ Star | 1
v 9star
A Activil More actions
@ Public
Project information
i meilssa
N GmbH

www.meissa.de
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2025 05 05 foederiertes_forgejo



Gefangene Sterne - Problem?

DomainDrivenArchitecture /
a 2@

dda-masto-embed

Get free trial

Embeds
interme

s Apac
7 9star

A~ Activil

@ Public

D dda-n l_:J meissa / dda-masto-embed

¥r Star | 1

More actions

N [ @®© |7 |1 ¥ |0

<>Code (DIssues 1% Pull-Requests es

Project informatic

meissa

GmbH

\© 210 Commits ¥ 3 Branches 24 Tags
S U— U —

Michael Jerger
www.meissa.de
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Embeds
interme

s Apac
7 9star

A~ Activil

@ Public

Gefangene Sterne - Problem?

DomainDrivenArchitecture / Q 2
dda-masto-embed

3

Get free trial

D dda-n B meis fg

¥r Star | 1

More actions

Project informatic

meissa

GmbH

N

<> Code

@2“:”: Beobachten
L

<{» Code

7

() Issues

El meissa /dda-masto-embed »

avorisieren 0

il Pull-Requests

@ Pakete  [Ml] Projekt

Michael Jerger
www.meissa.de
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PR: Federated Star

Commits: 526
Geanderte Dateien: ~ 60
Invest: ~ 1200h

Status: gemerged

Release: 8.0
Am: 17.7.2024

https://domaindrivenarchitecture.org/posts/2024-06-05-howto-federated-stars/

i Michael Jerger Seite 22
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Federated Star

- mafederated-star-me - Gites: Git with & cup of tes - Mazilla Firefex =t
B F Ssgares-mestar-me-Gi X | 4 » | B F mefedersedstar-me-Gie: X | 4 ~
“ s QD O localhost v 1y 2 @ & = - c QO D localhos B mm Oy 2 @® # A =
F Issues Pull Requests Milestones Explore a n 2ot i F Issues Pull Requests Milestones Explore Q + - »
g me / star-me N B Unwatch 1 W Unstar 1 g me / federated-star-me N Wrunwatch | 1 W Star IS
fe ® - [ Y, <> Code ® € ») A @ Package [ € 00 wik
Stargazers Quick Gulde
Clone this repository Need help cloning? Visit Help.
me
B Joined on Nov 10, 2023 Mew File Upload File Ll ssH  httpi//localhost:3000/me/federated-star-me.git @
Creating a new repository on the command line
touch README.md
git init
git checkout -b main
git add README.md
git commit -m "first commit®
git remote add origin http://localhost:3800/me/federated-star-me.git
git push -u origin main
Pushing an existing repository from the command line
git remote add origin http://localhost:3888/me/Tederated-star-me.git
git push -u origin main
Powere gejo Version: 7.0.0+dev-1325-g73cf1e35901 Page: Bms Template: 2ms @ English  Lice AF ) Version: 7.0.0+dev-1325-g73cf1e3901 Page: 9ms Template: 2ms @& English 1

Michael Jerger
www.meissa.de

meissa

GmbH

Seite 23
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Like-Activity

"Id": "https://distant.instance/api/vl/activitypub/user-id/1/outbox/12",
"type": "Like",

"actor": "https://distant.instance/api/vl/activitypub/user-id/12",
"object": "https://local-instance/api/vl/activitypub/repository-id/1",
"startTime": "2024-01-05T23:00:00-08:00"

meissa Michael Jerger Seite 24
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Sicherheit

* Threat Analysis:
SQL-Injection
Knock foreign Http-Servers
DOS by Rate / Slowlories
Replay & Replay out of Order

Malicious Activities / Forge / Controlled Forge
Saturate Activitiy Rate

https://codeberg.org/forgejo-contrib/federation/src/branch/main/threat-analysis/threat-analysis-like-activity.md

meissa Michael Jerger Seite 25
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Federation Capabilities

Actor Server

Done: Discovery, Cache

Open: Moderation
Actor User

Done: Inbox, Mapping federated user

Open: Outbox, Moderation, Follow, CreateNote
Actor Repository

Done: inbox, like

Open: outbox, follow, PR, ...

i Michael Jerger Seite 26
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Federation Capabilities

Security

Done: Create keypair, Threat Mitigation
Open: Signed Activities, HTTP signature

More Actors Issues, Team, Orga
Interoperability

In Progress: forgejo

Open: GitLab, GitHub, Gitea, Bitbucket, gotosocial,
mastodon

meissa Michael Jerger Seite 27
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Sighatures - Problem?

» Malicious Activities (Benutzer <> Irgend jemand)
Benutzer sendet ein Star
Irgend jemand sendet darauf ein Undo-Star
* Unclear Moderation (wen blocken?)
Malicous Actor
Malicious Instance

meissa Michael Jerger Seite 28
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PR: Enable HTTP signatures

Commits: 34

Geanderte Dateien: ~ 22
Status: merged

Release: 11

Am: 3.4.2025

https://codeberg.org/forgejo/forgejo/pulls/7035

meissa Michael Jerger

Seite 29
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Keys fur Signaturen beschaffen

meissa
GmbH

forge.example.com git.example.net

GET /activitypub/user-id/1
key-id: /activitypub/user-id/2#main-key

GET /activitypub/user-id/2
key-id: /activitypub/actor#main-key

GET /activitypub/actor
key-id: /activitypub/actor#main-key

h 4
=

instance actor object

verify actor signature

verify user 2 signature

=

forge.example.com git.example.net

Michael Jerger
www.meissa.de
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Federation Capabilities

* Security

Done: Create keypair, Threat Mitigation, HTTP
signature

Open: Signed Activities
 More Actors Issues, Team, Orga
* Interoperability

In Progress: forgejo

Open: GitLab, GitHub, Gitea, Bitbucket, gotosocial,
mastodon

meissa Michael J_erger _ Seite 3_1
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User Activity Following - Problem?

Follow Mastodon- / GoToSocial-Users from
-orgejo?

~ollow Forgejo-Users from Mastodon /
GoToSocial

i Michael Jerger Seite 32
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PR: Federated user activity following

Commits: 114
 Geanderte Dateien: ~ 65
* Invest: ~ 750h

Status: start merge

Release: ?
e Am: ?

https://codeberg.org/forgejo/forgejo/pulls/4767

: Michael Jerger Seite 33
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Follow-Activity

"type": "Follow",
"actor": "https://distant.instance/@user",

Seite 34

"object": "https://local-instance/api/vl/activitypub/user-id/1"
i Michael Jerger
=l me'GSmeﬁ www.meissa.de 2025 05 05 foederiertes_forgejo




Note-Create-Activity

{

}

"type":"Create”,
"actor":"https://distant.instance/@user",

"to": ["https://www.w3.org/ns/activitystreams#Public"],
"cc": ["https://local-instance/api/vl/activitypub/user-id/1"],

"object": {
Iltypell:llNOtell’
"content™:"The Content!",

"url":"https://distant.instance/feed/3249023203"}

meissa Michael J_erger
GmbH www.meissa.de
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Federation Capabilities

e Actor User

Done: async Inbox, Mapping federated user, Follow,
CreateNote

Open: Outbox, Moderation
* Interoperability

* |n Progress: forgejo, gotosocial, mastodon
* Open: GitLab, GitHub, Gitea, Bitbucket

: Michael Jerger Seite 36
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Roadmap

Unstar
die Herausforderung sind gelost :-)

Federated repo search / discovery
Herausforderung: Instance Moderation, Cache
Management, ForgeFed Vokabular

Federated Issues
Herausforderung: User Moderation, ForgeFed

Federated Prs
Herausforderung: Cl, Encryption, ForgeFed

i Michael Jerger Seite 37
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Fazit

* Sichere Foderierung ist ein dickes Brett

* Die Forgejo Community ist cool &
Foderierung ist im Scope.

* Forgejo Support & Service:
Sprecht uns gerne an

meissa Michael Jerger Seite 38
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URLs und Quellen

forgejo-contrib/federation

meissa/forgejo meissa/plastik

: Michael Jerger Seite 39
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