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= Motivation & Ziel der Thesis

» PoC:
Integration der Docker Technologie in
traditionellem High-Performance-Computing

= Fazit
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MOTIVATION & ZIEL DER THESIS
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Motivation & Forschungsziel

,»[---] Design und Integration einer
umfassenden Losung fur
BatchJob-basiertes, paralleles
Technical Computing uber
Interconnect-basiertes SM-MIMD
in HPC Clustersystemen, durch
den Einsatz verteilter Linux-
Container ...“
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Motivation & Forschungsziel ... Kurz! ot
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Paralleles Rechnen uber mehrere Hosts
mit Docker in bestehender Umgebung!!!

,&t< . HPC
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Auszug: S C .
Anforderungen & Rahmenbedingungen =™

| an atos company

= Aufbau & Umgebung nach ,realen® Anforderungen
= [ntegration
» Einsatz von OpenSource Technologien
= Portiertbarkeit auf andere Systeme/Losungen
» |[dentische Anwenderprozesse beim Jobsubmit
» Benutzer haben keinen direkten Dockerzugriff
» Sicherheitsproblematik (Bsp.: NFSv3 UID-Spoofing)
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POC.:
INTEGRATION DOCKER HPC
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Verwendete Technologien im PoC oo
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Parallel Distributed
Container-based High-Performance-Computing
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1. Anwender Submit eines parallelen Job ...*~2%
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Submit ~ i . .
<6\ \Q ’ ,,Jch moOchte die Dateien unter

$VERZEICHNIS mit der
o o SANWENDUNG berechnen. Ich
brauche dazu SKERNE ...
Ausserdem brauche ich SRAM und
das sollte etwa SRECHENZEIT
brauchen .... «

g
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1. Anwender Submit eines parallelen Job: SC'

SU bm itS kri pt science + computing

| an atos company

= Submitskript (LSF):

#!/bin/bash

#BSUB -P IB_testrun_openfoam_8core
#BSUB -J IB_pitzDaily_OF

#BSUB -W 00:05

#BSUB -n 8

#BSUB -0 job-%J.out

#BSUB -e job-%J.err

### exec params
export APPLICATION=openfoam:2.3.0

export COMMAND="mpirun -v -hostfile system/machines -x PATH=\$PATH -x
LD_LIBRARY_PATH=\$LD_LIBRARY_PATH -x WM_PROJECT_DIR=\$WM_PROJECT_DIR -x
MPI_BUFFER_SIZE=2000000000 -report-bindings -bind-to-core -mca btl ib
simpleFoam -parallel”

export JOBDIR="/scratch/lustre/OF _pitzDailyExptInlet_IB"

### Docker-Middleware-Wrapper
10 |/share/bin/hpc_submit_dockerjob
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Einschub: Parallelrechnen mit €cC:

Message-Passing-Interface (MPI)

| an atos company

1. Submit the job

2. Node/slots allocation; place the job

MPI job > OpenLava Scheduler on the first node
Node A Node B Node C
Wrapper

3 Host \
L 4. Launch

. remote tasks
mpirun/

. ia ssh
mpiexec

/\&

/]

VARV

[/

k

Quelle: http://www.teraproc.com/teraproc-blog/mpi/
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1. Anwender Submit eines parallelen Job:
Queueing System

Submit ~

\ @
Prepare_submit.sh - Interface

- Application (Docker Image)
-UID

- Jobdirflobfile
- Cores
- Jobtarget [ default SPWD)

cr
o} O

science +computing
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[myuser@hpc_node ~]$ bqueues

QUEUE _NAME PRIO STATUS MAX JL/U JL/P JL/H NJOBS PEND RUN SUSP

normal 30 Open:Active - - - - 0 0 4 0

[myuser@hpc_node ~]$%$ lshosts

HOST_NAME type model cpuf ncpus maxmem maxswp server RESOURCES

centos7_0 linux Intell5 100.0 2 986M 1999M Yes ()

centos7_1 linux Intell5 100.0 2 986M 1999M Yes ()

[myuser@hpc_node ~J]$ bhosts

HOST_NAME STATUS JL/U MAX NJOBS RUN SSUSP USUSP RSV

centos7_0 ok - 2 0 4 4 4 0

centos7_1 ok - 2 0 4 4 4 0
12
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1. Anwender Submit eines parallelen Job: €T °

A
S u b m it e rfo I gt ! science + computing
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Submit

\ @
Prepare_submit.sh - Interface

- Application (Docker Image)
-UID

- Jobdirflobfile

- Cores

- Jobtarget [ default SPWD)
Fm———————————— T

|
Authorization/Validation Checks | Jobdata |
| - spplication (Image) available? |
Pre- : [i4ep (Image)

- Filter Command I
Check | - Forbidden Flags? |

- Se curity Violation? |

valid
N Submit_server submit
OI“' ;
J|  HPC_DOCKER_SUB

- Prepare Submit:

Docker, SDN, Application-
Parameter

- MPI Command

- Jobdata available

- submit to queue
- IPAM for SDN—> etcd =~

- Final Cleanup (if succeed) |

[myuser@hpc_node ~1% bsub < myjobsubmit
Job <772> 1s submitted to default queue <normal>.

13

S.Klingberg ,HPC mit Docker” | Tiibix 2016 |1 11.06.2016

© 2016 science + computing ag




2. Batch Job im Queueing System: SC'
Jobumgebung wird erzeugt ee——

» Verfugbare Informationen der Jobumgebung (z.B. LSF)

Environment Variable
LSB_JOBNAME
LSB_JOBID
LSB_JOBINDEX
LSB_JOBINDEX_STEP
LSB_JOBINDEX_END
LSB_HOSTS
LSB_MCPU_HOSTS
LSB_DJOB_HOSTFILE

LSB_DJOB_NUMPROC

Description

The name of the job

The job ID assigned by LSF

The job array index

Step at which single elements of the job array are defined
Contains the maximum value of the job array index

The list of hosts selected by LSF to run the job

The list of the hosts and the number of CPUs used

Path to the hostfile

The number of slots allocated to the job

14 Quelle: https://doc.itc.rwth-aachen.de/display/CC/L.SF+environment+variables
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2. Batch Job im Queueing System: SC'

Bearbeiten, Filtern und Prufen

| an atos company

r——"""- - J—_I
Authorization/Validation Checks |

| - application (Image) available? |

Pre- < [ '
|

|- Filter Command
Check | - Forbidden Flags?
5 Se curity Violation? :
valid
@ Submit_server submit
HPC_DOCKER_SUB

- Prepare Submit:
Docker, SDN, Application-

Parameter
- MPI Command
- Jobdata available
- submit to queue
- IPAM for SDN—> etcd =~
- Final Cleanup (if succeed) |
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2. Batch Job im Queueing System: SC'

Bearbeiten, Filtern und Prifen

| an atos company

= st die geforderte Applikation als Docker Image vorhanden?
= Anpassen des Submit Befehls
= Vorgaben (Laufzeit)

» Ressourcen (Lizenzen, Host-spezifisch, ...)
= Sicherheit

= Command-String filtern
= Verwendung korrekter Executables

= UserlD far Docker Prozesse Ubernehmen
» User-Spoofing unbedingt unterbinden !!!
= LOosung z.B. NFS4 mit Kerberos

16
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Einschub: CcC’

science + computing

User Spoofing mit Docker ansoscormeny

= User-Spoofing unbedingt unterbinden !!!
= auch auf verteilten Dateisytemen!

[evil@docker ~]# id

uid=1234(evil) gid=1234(evil) Gruppen=1234(evil),1337(docker)
[evil@docker ~]# id skling

uid=1000(skling) gid=1000(skling) Gruppen=1000(skling)

[evil@docker ~]# cd /home/skling

bash: cd: /home/skling: Keine Berechtigung

[evil@docker ~]# docker run -it -v /home:/nfs3home -u 1000 busybox sh
/ $ id

uid=1000 gid=0(root)

/ $ touch /nfs3home/skling/EVIL_WAS_HERE && exit

17
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2. Batch Job im Queueing System: SC‘
Jobumgebung —> Middleware e

s Zentraler Middleware-Prozess zwischen allen
beteiligten Backend-Komponenten

= Jobumgebung wird weitergeben

#!/bin/bash

### exec params

export APPLICATION=hpc_ubuntu_openfoam:2.3.0

export COMMAND="mpirun -v -hostfile system/machines .. simpleFoam -parallel”
export JOBDIR="/scratch/lustre/OF _pitzDailyExptInlet_IB"

### Docker-Middleware-Wrapper
/share/bin/hpc_submit_dockerjob

18
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3. Containerumgebung vorbereiten

(Middleware)

-
Authorization/Validation Checks

| - application (Image) available ?
Pre- I Filter Command

Check | - Forbidden Flags?
- Security Violation?

HPC_DOCKER_SUB
- Prepare Submit:

Docker, SDN, Application-
Parameter

- MPI Cornrnand »
- Jobdata available =~
/’

- submit to queue
- IPAM for SDN-> etcd <~
- Final Cleanup (if succeed)

19
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(Rey-ﬂ'a.‘l.ue -Store (eted) )

Interconnect
({Infiniband)

/SJobID/SUBNET
JFINISH
/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

.\'

Docker Images

SDN via
OpenVSwitch

© 2016 science + computing ag
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= Aufgaben:
1. Check: Docker Images, Parameter, Validitat
2. Bereitstellen der Jobdaten (z.B. auf Cluster FS)

3. Vorbereitung und Kontrolle der temporaren Container-
Rechenumgebung

4. Steuerung der Container und weiteren Komponenten
5. Reaktion/Meldung an Queueing System
6. Aufraumen der Umgebung nach Jobende

20
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3. Middleware: cr:
Initialisierung KVS Kommunikation

| an atos company

= Zentraler Kommunikationspunkt in der Jobumgebung
= Anlegen Jobverzeichnis im Key-Value-Store

= Reservierung eines freien IP-Netz flr die Container
Rechenumgebung (Alternative: IPAM)

'NODE _n| NODE_n+1]

(SUBNET |

(SSHKEY | [IP) (STATUS] (SSHKEY) (IP] (STATUS)

21
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Einschub: cr
Key-Value-Store (KVS) etcd Qeth
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KVS aus dem CoreOS Projekt

* Robust und Schnell master

- Raft Algorithmus ’
+ Leader + Member = Quorum

- REST-API (HTTPS) o ()« 1475 () e
- Value TTLs + Watch-a-key [

+ Auto TLS (+ClientCerts)

+ Einfacher Clusterbau ¥ P
- Member- oder Proxy-Modus f°“°W‘”O O follower

GroBer Docker Support

Quelle: https://coreos.com/etcd/
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3. Middleware: SC .
etcd KVS Cluster ,gedockert®

| an atos company

docker run -d --name=${DOCKERNAME} --restart=always \
-p ${PEER_PORT}: ${PEER_PORT} -p ${REST_API}:${REST_API} etcd:2.1 \

etcd -name $NAME \
-advertise-client-urls http://${HOST_ADDRESS}:${REST_API}, http://${HOST_ADDRESS}: ${REST:API} \
~listen-client-urls http://0.0.0.0:${CLIENT_API2}, http://0.0.0.0:${CLIENT_API1} \
-initial-advertise-peer-urls http://${HOST_ADDRESS?}:${PEER_PORT} \
-listen-peer-urls http://0.0.0.0:${PEER_PORT} \
-initial-cluster-token $TOKEN \
-initial-cluster $PEER_URL_CLUSTER \
-initial-cluster-state new

23
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3. Middleware:

etcd KVS Cluster

Submit_server

HPC_DOCKER_Sus [T
- Prepare Submit:

Docker, SDN, Application-

Parameter

- submit to queue
- IPAM for SDN-> etcd <~
- Final Cleanup (if succeed)

24
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- MPI Cormmand L~
- Jobdata available /’

HPC_Host_n

Interconnect
({Infiniband)
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(Reg-!ra.‘l.ue-s tore (eted) )

/$loblD/SUBNET
JFINISH

/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork
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3. Middleware: SC ’

Netzwerk InfraStru ktur Pro Job? ! science + computing

| an atos company

(Rey-ﬂ'a.‘l.ue-s tore (eted) )

/SJobID/SUBNET
JFINISH
/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

Interconnect
({Infiniband)

SDN via
OpenVSwitch

VXLAN

25
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Einschub: @vs cC:

OpenVSwitch Open vSwitch ——

Virtueller, software-basierter Switch far Linux Systeme
OVS-Datapath-Modul (Performance) ab Kernel 3.10

Einsatz:
OpenStack Neutron, Xen, KVM,
Virtualbox, libvirt, ....

Software-Defined-Networks (SDN) AN
OVS als Docker ,networkdriver”

r\ Security: VLAN \) Monitoring: Netflow,
IS isolation, traffic filtering %, sFlow, SPAN, RSPAN

\ y € P

QosS: traffic queuin | Automated Control: |
b gl o OpenFlow, OVSDB
and traffic shaping 9

~  mgmt. protocol )

A

$ ovs-docker add-port ovs-brl eth® 123_node_0 --ipaddress=10.0.190.1/16

Quelle: https://openvswitch.or
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3. Middleware: cr:
Initialisierung Netzwerk Infrastruktur

| an atos company

» Basis: OpenVSwitch + Bridges + Tunnelverbindungen
» |P aus Jobnetz an Container vergeben (+ VLAN + ...)
» Temporare Kommunikation ohne Socket Problematik!

Qiﬂ, 1“ : HPC_Host_n

Docker

Linux
Bridge

o | HPC_Host_n+1
o

VXLAN

27
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4. Start HPC Docker Container e
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Key-Value-Store (eted)

/SJobID/SUBNET
JFINISH
/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

.\.

Docl;erlmages

. >
/ e
/
submit:
7/ docker run
L s
e
per job
network - eted_discovery.py
e — <helper master>
linked —> <Application>
-------- - eted - Bind Volumes
- /dev/infiniband

SDN via
OpenVSwitch

Interconnect
(Infiniband)

HPC_DOCKER_SUB

- Prepare Submit:
Docker, SDN, Application-
Parameter SJOb
- MPI Command 1 /

- Jobdata available =] ¢ :
- submit to queue 0 $Job_node
- IPAM for SDN-> etcd 4--\

- Final Cleanup (if succeed)

submit: v

docker run

— etcd _discovery.py
— <helper_ slave>
W - <Application>
- Bind Voluwes

- /dev/infiniband

*, Cluster .

-~

linked--~""
D |
|
|

28
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4. Start HPC Docker Container: SC g
Ausgangssituation

| an atos company

» Jeder Jobcontainer kennt JobID, seinen Hostname, IP und
die Anzahl der Teilnehmer (falls verteilt)

= Middleware pruft Jobstatus tuber Meldungen der Docker
Container am KVS:

= Abbruch bei Ablauf TTL --> z.B. Job WallClock
» EXitcode

= Queueing System prift auf den Status des ausgefihrten
Middleware-Skript

29
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Key-Value-Store (eted)

/SJobID/SUBNET
JFINISH
/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

per job
network - eted_discovery.py

Wie finden sich die

Job-Container jetzt i
- Ainked e Vo rmes

untereinander? AR eted |7 7L A

SDN via
OpenVSwitch

Interconnect

"\ (Infiniband)

— etcd _discovery.py
— <helper_ slave>
V| - <Application>
- Bind Voluwes

- /dev/infiniband

linked--—~"

30
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Einschub: | &L
Lebenszeit eines Docker Containers

| an atos company

Container Lebenszeit ist an einen Init-Prozess
gekoppelt!

= Service Deamons bei Docker im Vordergrund

» Prozessmanager fur benétigte Services verwenden
(z.B. sshd) --> Supervisord empfohlen

31
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Problem: Parallelrechnen mit Docker o
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1. Submit the job

2. Node/slots allocation; place the job
MPI job > OpenLava Scheduler on the first node

4

L -~ ‘
]

NN Host
file ‘ L

' mpirun/ mpirun/ mpirun/

MPI EI‘I‘OI‘. mpiexec mpiexec mpiexec

Quelle: http://www.teraproc.com/teraproc-blog/mpi/
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Cr
Problem: Parallelrechnen mit Docker o

| an atos company

1. Submit the job

2. Node/slots allocation; place the job
MPI job > OpenLava Scheduler on the first node

., JHOsts nicht

erreichbar!* mpirun/ Do Do
mpiexec Nothing Nothing

(Container beenden sich) |
Quelle: http://www.teraproc.com/teraproc-blog/mpi/
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Cr
Problem: Parallelrechnen mit Docker o

| an atos company

1. Submit the job

2. Node/slots allocation; place the job
MPI job > OpenLava Scheduler on the first node

A

[ S S S——
L ~ ‘
y

NN Host
file

. ' mpirun/ Wait Wait
Lo Sung. mpiexec for Instructions/ ||| || for Instructions/

Keepalive Keepalive

Quelle: http://www.teraproc.com/teraproc-blog/mpi/

34

S.Klingberg ,HPC mit Docker“ | Tibix 2016 | 11.06.2016 © 2016 science + computing ag




5. Autonome Koordinierung: SC *

Ablauf Containerprozess |

| an atos company

- Master/Slave Konzept fur autonome Container:
* <job>_node_0 —> Master
* <job>_node_n —> Slave
« Kommunikation Uber KVS

True

S.Klingberg ,HPC mit Docker“ | Tibix 2016 | 11.06.2016 © 2016 science + computing ag
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5. Autonome Koordinierung: SC *

science + computing

Ablauf Containerprozess Il P

1. Fester Start in Infrastruktur Skript (ENTRYPOINT)
2. sshd start Uber supervisord; Generierung SSH-SchllUssel
3. Jobdocker teilt dem KVS seine Eigenschaften mit:
* [/$JobID/$node/[IP,SSHPUBKEY,READY]

- Ready = False
4. Container kontaktiert den KVS fordert IP & SSHPUBKEY
aller anderen Teilnehmer an --> ,wait-for-key"

36
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5. Autonome Koordinierung:
Ablauf Containerprozess Il

5. Warten auf Empfang der Daten:
1. Teilnehmer IP:
 Pingtest
 Eintragen in die /etc/hosts
2. Teilnehmer SSH Schlissels:
« SSH Test (+KnownHosts)
- Eintragen Authorized Keys

6. Alle Informationen erhalten und verifiziert?:
--> Ready = True

7. Abfragen nach READY=True aller Teilnehmer

37
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5. Autonome Koordinierung: SC *

Ablauf Containerprozess IV

| an atos company

8. Ist bei allen Teilnehmer READY=True gesetzt ist die
,2pDiscovery Phase" abgeschlossen

9. Rollenentscheidung:
» <JoblD>_node_0 = Master
- <JobID>_node_n = Slave

10.Master Container fuhrt (MPI) Commando aus
- Slave wartet auf Anweisung vom Master

38
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6. Container-basierte Parallele Rechnung ...=2.%

39
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7/ docker run
L 4

| an atos company

Key-Value-Store (etcd)

/SJobID/SUBNET
JFINISH
/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

.\.

Docl;erlmages
: /
/ /
submit:

7

per job
network - eted_discovery.py
- <helper master>
» o

linked ||~ <ipplication>
- - Bind Volumes

- /dev/infiniband

SDN via
OpenVSwitch

—/~
submit:
docker run - etcd_discovery.py
— <helper_ slave>
_.-W | = <ipplication>
linked-- - Bind Volumes
etcd - /dev/infiniband

© 2016 science + computing ag
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6. Container-basierte Parallele Rechnung ...=2.%

| an atos company

- Master Container koordiniert die Berechnung via MPI an die
Slaves --> Verwenden der Interconnects!

» Zugriff auf die Jobdaten Uber Cluster Filesystem
- |docker run -v /lustre/scratch:/lustre/scratch

» Interconnect Zugriff Gber Kernel Module
- |docker run -v /dev/infiniband:/dev/infiniband

LoCErrrr e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 100 6%] Tasks: , thr; 5 running
2 LU PP R PR T EEET T ] ] ] 166.6%] Load average: 6.09 7.25 5.72
S T LT EEE T T LT TT LT ] | 166 . 6%] Uptime:

A LT T TP EEEEEET T T T ] 1188 .0%]

Mem L[ [ LI e ]

Swpl| | 241/19999MB]

2982 root 0 2211M 37584 29192 R 94.1 0.1 0:26.28 simpleFoam -parallel

2981 root 20 0 2211M 37744 29168 R 89.4 0.1 0:26.19 simpleFoam -parallel

2980 root 20 0 2211M 37688 29272 R 87.1 0.1 0:26.19 simpleFoam -parallel
40
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2015-10-07 08:26:06.247285 PING TO "10.20.30.1" AS " SUCCESSFUL ExecutionTime = 125.44 s ClockTime = 129 s

'2015-10-07 08:26:06.248212 SUBTHREAD REQUEST: "99 node_| "99/99 node_0/IP" VALID VALUE RECEI

VED Time = 125

2015-10-07 08:26:06,248344 FRECEIVED "4" VALUES FOR ALL "2" PARTICIPATING COMPUTE NODES

2015-10-07 08:26:06.248947 CHECK SSH CONNECTION TO "99_node 0" DILUPBiCG: Solving for Ux, Initial residual = 0.00280333, Final residual = 6.12963e-05, No Iterations 2
2015-10-07 08:26:06.249247 CHECK SSH CONNECTION TO "99_node_ 1" DILUPBiCG: Solving for Uy, Initial residual = 0.0107562, Final residual = 0.00107405, No Iterations 1
2015-10-07 08:26:06,250489 WAIT TO RECEIVE AN "READY" FROM EVERYBODY DICPCG: Solving for p, Initial residual = 0.0485313, Final residual = 0.000476529, No Iterations 155
2015-10-07 08:26:06.298464 WAIT FOR READY STATE ON "O" NODES, BY NAME: time step continuity errors : sum local = 0.00262967, global = -3.67257e-05, cumulative = 0.0208422

99 node_0, DILUPBiCG: Solving for epsilon, Initial residual = 0.00413815, Final residual = 0.00035738, No Iterations 1
99 node_1, DILUPBiCG: Solving for k, Initial residual = 0.00819351, Final residual = 0.000620499, No Iterations 1
2015-10-07 08:26:06.484808 SSHTEST EXCEPTION: [Errno 111] Connection refused ExecutionTime = 126.44 s ClockTime = 130 s

2015-10-07 08:26:08.486106 CHECK SSH CONNECTION TO "99 node_ 1"

2015-10-07 08:26:08.487687 SSHTEST EXCEPTION: [Errno 111] Connection refused Time = 126

2015-10-07 08:26:10.247916 SSH CONNECTION TEST TO "10.20.30.1" AS "99 node_0" SUCCESSFUL

2015-10-07 08:26:10.489945 CHECK SSH CONNECTION TO "99 node 1" DILUPBiCG: Solving for Ux, Initial residual = 0.00278323, Final residual = 6.0828le-05, No Iterations 2
2015-10-07 08:26:11.318156 WAIT FOR READY STATE ON "O" NODES, BY NAME: DILUPBiCG: Solving for Uy, Initial residual = 0.0106768, Final residual = 0.00106639, No Iterations 1

99 node_0, DICPCG: Solving for p, Initial residual = 0.04867, Final residual = 0.000481033, No Iterations 153

99 node_1, time step continuity errors : sum local = 0.00265665, global = -3.18223e-05, cumulative = 0.0208103
2015-10-07 08:26:12.770512 DILUPBiCG: Solving for epsilon, Initial residual = 0.00409317, Final residual = 0.000351521, No Iterations 1
2015-10-07 08:26:12.822670 DILUPBiCG: Solving for k, Initial residual = 0.00810753, Final residual = 0.000610143, No Iterations 1
2015-10-07 08:26:14.292069 NODE "99 node_0" IS READY ! --> "True" ExecutionTime = 127.62 s ClockTime = 131 s

2015-10-07 08:26:14.292101 SUBTHREAD REQUEST: "99 node 0" --= "99/99 node O/READY" VALID VALUE RE

CEIVED Time = 127

2015-10-07 08:26:14.368772 SSH CONNECTION TEST TO "10.20.30.2" AS "99 node_1" SUCCESSFUL

2015-10-07 08:26:14.369025 ETCD_SET -> 99/99 node_l/READY = DILUPBiCG: Solving for Ux, Initial residual = 0.00276508, Final residual = 6.03878e-05, No Iterations 2

True DILUPBiCG: Solving for Uy, Initial residual = 0.0105884, Final residual = 0.00105276, No Iterations 1
2015-10-07 08:26:14.380282 VERIFIED "4" VALUES FOR ALL "2" PARTICIPATING COMPUTE NODES DICPCG: Solving for p, Initial residual = 0.0488238, Final residual = 0.000471606, No Iterations 153
2015-10-07 08:26:14.382556 NODE "99 node_l1" IS READY ! --> "True" time step continuity errors : sum local = 0.00260673, global = -3.98541e-05, cumulative = 0.0207705
2015-10-07 08:26:14.382581 CSUBTHREAD REQUEST: "99 node 1" --= "99/99 node 1/READY" VALID VALUE RE[DILUPBiCG: Solving for epsilon, Initial residual = 0.00404836, Final residual = 0.000344494, No Iterations 1
CEIVED DILUPBiCG: Solving for k, Initial residual = 0.00802045, Final residual = 0.000596552, No Iterations 1
2015-10-07 08:26:16.323437 RECEIVED AN READY STATE FOR ALL NODES | ExecutionTime = 128.43 s ClockTime = 132 s

2015-10-07 08:26:16,323671 ALL THREADS FINISHED! Time = 128

2015-10-07 08:26:16,336 etcd-deamon done, environment should be ready and all nodes reachable by I

P/DNS/SSH DILUPBiCG: Solving for Ux, Initial residual = 0.00274749, Final residual = 5.99422e-05, No Iterations 2
2015-10-07 08:26:16,340 <<< SLAVE: going into slave mode and wait job to end >>> DILUPBiCG: Solving for Uy, Initial residual = 0.0105001, Final residual = 0.00103428, No Iterations 1

JOB=99 vkYgnlwPUNzheTVvKVtqQQwpb@Jwmfghy@ci/UfdMxjUWn7WjK2c ImDilAIY4Sy6whWELiZu/+C18GbbabDnQepd7gf4
NODES=2 TsvgSR6CrWnalelR7+UZ6DDol115H/zMLozphBhz/oWsgVSdEPpz5dasUz95Yk6 fFEBWTp0QS141n2sIXKGX1axGfPY
IFACE=ethl pXQJIBAGImtLtAvgD root@399_node_1

FOAM_RUN=/mnt/nfs/0F _pitzDailyExptInlet [root@f45f506254c6 /]1# etcdctl get /99/99_node_0/SSHPUBKEY

COMMAND=mpirun -v -hostfile system/machines -x PATH=$PATH -x LD_LIBRARY_PATH=$LD_LIBRARY_PATH -x WM_PROJECT_DIR=$WM_PRO|ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDt ranPgFoPTQBwWTKL885GcgP2gx fOnfSQuOHbTpBY/A7sHKFtDUUw
JECT_DIR -x MPI_BUFFER_SIZE=2000000000 -np 4 -report-bindings -bind-to-core -mca btl_tcp_if_include ethl simpleFoam -p|loHodAJ+o+GmioxdiHUUrkSUETR5rjSs/gWs90c/kbunhf3d30Qlszvuzg5tz1GIloPc+xws4knzJ09/ISUM] rn+0dk

arallel TyUxc3pnS5727nLRZInyUG62dCycV rqdKZNIW/NiFJI2WDRFxXTNIQZsCXKEmIKjhizNeymrKPGvRCeyv flMttDLgd8z
> Inintialize ETCD JobTree by pushing onto localhost:2379 --> /99/FINISHED = 'FALSE' jjE6VedlADMOiGpCupze+0pxXF14diltMeMsxAZWQMOznr2r8d02k51ahc Izx01tRo8m2xSkNRvIYQq6TBdeP fK3dRL
{"action":"set", "node":{"key":"/99/FINISH", "value":"FALSE", "modifiedIndex":465, "createdIndex":465}} XuYhLhhVqGTzesEN root@399_node_0

> Starting '99_node_0' (MASTER) on root@l0.1.25.138 [root@f45f506254c6 /]# etcdctl 1s --recursive

Connecting Docker container 9belcf7b1764a078932812fdf6849ddladdacdlc73a3cdc095f5636f5f85¢c9b7 to pod /99

RTNETLINK answers: File exists /99/FINISH

————————————————————————————————————————————————————————— /99/99_node_0

> Starting '99 node_1' (SLAVE) on root@l0.1.25.131 /99/99_node_0/IP

Connecting Docker container 3e5994ed4d6lbdcfalecc40941192245e0d2d23fffcdda6636b8276dfc9c960c to pod /99/99_node_0/READY

RTNETLINK answers: File exists /99/99_node_0/SSHPUBKEY

--------------------------------------------------------- /99/99_node_1
......................................................... /99/99_node_1/SSHPUBKEY

DONE! /99/99_node_1/1P
bash: _ git_psl: command not found... /99/99_node_1/READY

[root@testfedora-local cluster openfoam]$ [root@?45f556254c6 /1#

2:skling@testfedora-local:/mnt/nfs/cluster openfoam* Mi 07 Okt 10:28
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Key-Value-Store (eted)

/$loblD/SUBNET
JFINISH

/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

/ Ve
/
submit:
7/ docker run
L s
7
per job
network - eted_discovery.py
e — <helper master>
linked —» <Application>
- eted - Bind Volumes
- /dev/infiniband

- Jobdata available =
- submit to queue

HPC_DOCKER_SUB Interconnect SDN via L]
- Prepare Submit: N {Infiniband) OpenVSwitch :
Docker, SDN, Application-
Parameter /$J0b
- MPI Command /

- IPAM for SDN-> etcd <
- Final Cleanup (if succeed) \ ]

submit:
docker run

4

— etcd _discovery.py
— <helper_ slave>
_.-W | = <ipplication>
( linked--~ - Bind Volumes
‘~-.-¢" - /dev/infiniband
|

*, Cluster .

-~
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- Master signalisiert den Jobstatus im KVS Job Verzeichnis:
- /$JobID/FINISH
- Slaves beenden sich selbststandig
- Middleware erhalt den Exitcode
- Queueingsystem sieht Exitcode der Middleware

- Bei Problemen des Rechenjobs?
» TTL bei Schltssel /$JobID/FINISH
- Kontrolliertes Beenden der Jobumgebung

43
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8. Bereitstellen der Ergebnisse & SC'

Abbau der Container Job Umgebung

| an atos company

Docker
l Registry I
—

Jobdata

@ Submit_server v — ==y "
HPC DOCKER SUB 4/ Interconnect SDN via

- Prepare Submit: ({Infiniband) OpenVSwitch

Docker, SDN, Application-
Parameter sJOb

- MPI Command »
- Jobdata available = |
—

HPC_Host_n+1

i =

- submit to queue
- IPAM for SDN-> etcd <~
- Final Cleanup (if succeed)

-
-

44
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9. Jobinfo an den Anwender

Submit ~

Prepare_submit.sh - Interface
- Application (Docker Image)
-uiD

- Jobdir/lobfile

SICOTEs

- lobtarget [ default SPWD)

r——"""- - -7
Authorization/Validation Checks | Jobdata

| - application (Image) available? |

Pre- :- Filter Command !

Check | - Forbidden Flags? |

|

= Security Violation? I

@ Submit_server submit
HPC_DOCKER_SUB ‘/

- Prepare Submit:
Docker, SDN, Application-

Parameter
- MPI Cornrnand »
- Jobdata available Lt
- submit to queue
——

- IPAM for SDN-> etcd <
- Final Cleanup (if succeed)

45
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Was wird da tberhaupt so gerechnet? s

| an atos company

» z.B. Stromungssimulationen in einer Turbine

U Magnitude
-1.632e+01

k12,239
Ea. 1501
40705
£0.000+00
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Key-Value-Store (etcd)

/SJobID/SUBNET
JFINISH
/Snode/[sshpubkey,ip,ready]
Jipam/Snetwork

Submit

Prepare_submit.sh — Interface i
- Application (Docker Image) N
-uiD T
- Jobdir/lobfile Docker Images
- Cores ! >
- lobtarget [ default SPWD) / /
/
F———————————— | submit:
Authorization/Validation Checks | Jobdata / docker run
P | - application (Image) available? | Lt 7
re- | - Filter Command I -
Check | - Forbidden Flags? | perjob
- Security Yiolation? | network — etcd_discovery.py
S I — <helper master>
linke d' - <Application>
o Qo KeyValueStore ETLD) gl D> | - - Bind Volumes
submit etcd - /dev/infiniband

HPC_DOCKER_SUB SDN via L
- Prepare Submit: OpenVSwitch :
Docker, SDN, Application-
Parameter $J0b

- submit to queue
- IPAM for SDN-> etcd <
- Final Cleanup (if succeed)

‘meted:

*, Cluster .

-~

- MPI Command ,/
- Jobdata available /_

—/~
submit:
docker run - etcd_discovery.py
— <helper_ slave>
_.-W | = <ipplication>
linked-- - Bind Volumes
etcd - /dev/infiniband

D |
|
|
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Fazit

| an atos company

= (Docker) Container enthalten groBBes Potential im
Computing Bereich

= Verteiltes Rechnen recht kompliziert in klassischen
HPC Umgebungen

= Kubernetes und Co. sind bei HPC eher ungeeignet!
= Weitere Entwicklungen und Konzepte verfolgen
» Keine wirkliche ,Komplettlosung” vorhanden
= [nteressante Ansatze existieren
= 2.b. ,Shifter” (https://github.com/NERSC/shifter)
= [mmer noch nicht ganz ausgereift
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ONE DOES NII'I' SIMPLY

IIEI’l(IY GONTAINERS
T(l PRODUCTION

49 Quelle: http://devquixote.com/assets/images/mordor_meme.jpg
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FRAGEN, DISKUSSION, ENDE

... s folgen noch einige Folien als Anhang, da diese leider aus zeitlichen Griinden
nicht besprochen werden konnten, aber ich deren Inhalt doch nicht vorenthalten mochte.

50
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Einige Uberlegungen vor einer HPC €L’

Docker Integration

| an atos company

Realisierung verteilte Jobs

Interaktive Jobs

Middleware zur Statusmeldung an Queueing System
Aktualisierung Lokaler Docker Images

-« Socket Problematik im Docker

- Sicherheitsprobleme:

- Wie starten Anwender Docker

- Sichere Private Docker Registry

* Richtlinie Docker Imageformat

51
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Wieso nochmal Docker im HPC? (1/2) s
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» (Kaum) Performanceverlust da direkt unter dem Kernel
» Direkter Hardwarezugriff (Interconnects, Grafik, ...)

= Applikationen in Docker Images vorbereiten & verteilen

» Umgebung inkl. aller Libs/Bins/Co. im Image

= Linux namespaces, cgroups, selinux per default

= Versionierung aktiver Applikationen

= Sparsames UnionFS

52
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Wieso nochmal Docker im HPC? (2/2) s
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= Versionskontrolle Uber Commit/Tag Moglichkeiten

= Nachvollziehbar/Reproduzierbar —> Dockerfiles

= Archivierung/Backups Uber Image-Tarballs moglich

» (Docker-)Host wird unabhangig von der Anwendung
—> Bedingung: Kernel-Kompatibilitat

= Docker-Registry: Verteilung, Verwaltung, Auth.

» In ferner Zukunft: Hersteller liefert Software als fertiges
Image aus

53
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Meinung zur Docker Performance

Cr»
A =

science + computing

| an atos company

KEIN Verlust bei Rechenleistung, Netz-I/0 wird beeintrachtigt
beim Einsatz von NAT

Workload Native Docker KVM-untuned KVM-tuned
PXZ (MB/s) 76.2 [+0.93] 73.5 (-4%) |+0.64] 59.2 (-22%) | +1.88] 62.2 (-18%) |+1.33]
Linpack (GFLOPS) 290.8 | +1.13] 290.9 (-0%) |+0.98] 241.3 (-17%) |+1.18] 284.2 (-29%) |+1.45]
RandomAccess (GUPS) | 0.0126 [£0.00029] | 0.0124 (-2%) [+0.00044] | 0.0125 (-1%) |+0.00032]
Add 45.8 [+0.21] 45.6 (-0%) |+0.55] 45.0 (-2%) |+0.19]
Copy 41.3 [+0.06] 41.2 (-0%) [+0.08] 40.1 (-3%) [+0.21] Tuned run not warranted
stream (GBSS) =g cale 41.2 [+0.08] 41.2 (-0%) [+0.06] 40.0 (-3%) [+0.15]
Triad 45.6 [+0.12] 45.6 (-0%) [+0.49] 45.0 (-1%) [+0.20]

= W.Felter: , An updated performance comparison of virtual machines
and Linux containers” [link]

= M.Xavier: ,Performance Evaluation of Container-based Virtualization
for High Performance Computing Environments® [link]
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Docker Performance:

IBM Research Report [link] ‘r————"— :
Docker net=host volume —w— ‘
12F Dacker NAT volume —e— 1374
Docker NAT AUFS —o—
= KVM geow —»
120000 ot 13.5
100000 z
'é 8 4 1335
80000 - =
4 & Native = ,
o 60000 - g 6 b 13
- 40000 - . Docker
af 4 1275
20000 - KVM
0 - 2 — " " 125
0 20 %0 0 0 100
Random Random Random CPU willization (%)
Read  Write Mixed Fig. 11. MySQL throughput (transactions/s) vs. CPU utilization.
80
- 70
& Native :1’_ i -
" E 60 1
[—
Docker @ 20 i Native
KV =< 40
2 . Docker NAT
+ 30
€ 20 KVM
=]
= 10
0
" TCP_RR UDP_RR
Sequential Read Sequential Write

55 Quelle: W Felter: ,, An updated performance comparison of virtual machines and Linux containers* [link |
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Sequenzdiagramm zum PoC

enRvEQuerng 0 [DockeHPCSmn)

psone

crs

A

science +computing

Anwender
Cluster|nit
Cluster|nit
|submit HPC Job
Use Template: new(JoblD: X
Application,
(MPI)Command, call
CPU Cores, )
Jobfile/dir, Transport all PTranslate Vars
LogPath defined Vars .

56

Job done(LogFile)|*

sudo privileges

to proceed with

ot
request (Subnet)

return

....... Job succeed|

S.Klingberg ,HPC mit Docker” | Tiibix 2016 | 11.06.2016

R

Prepare Job (docker, sdn, etcd, ...)

e

Start <jobid> node 0 as MASTER
start temporary Docker on first host
connectContainer2Network(Subnet)

Start <jobid> node n as SLAVE
start temp.Docker on participating hosts

connectContainer2Network(Subnet)

Repeat this Step n-times, for each
participating Host given by Isf

set/get JobData

Every Container writes their

IP, SSHPUBKEY and a READY value.

All participating container nodes

wait to receive a pair of valid data.

If all nodes reachable, write READY=True

run MPI Command

Container in Master-Mode initiates
the actual HPC Command

by communicating with all Nodes
>>>Compute for a long time<<<

e
cleanupHosts

If Job was successful, cleanup host
from Job Containers (if still existing)
and delete job-relevant Keys from etcd.
Optional: Clean TAP Devices

return TRUE; shutdown|

..................................... R
b e
cleanuplPAM/Jobkeys

P S
cleanTAPDevices

| an atos company

© 2016 science + computing ag

——



Private Registry: €cC:

DOCker Images beZiehen und Verwalten science + computing

| an atos company

 Jeder Dockerhost hat ein lokales Repo (/var/lib/docker)
Login bei privater Docker Registry auf dem Headnode
Aktualisieren: manuell, Cronjob (oder ,Watchtower®)
Registry:v2 kann UserAuth

* Nachvollziehbare Administration der Images

* ro/rw

Docker Registry Cluster moglich
- Abkoppeln vom oOffentlichen DockerHub! --> RedHat

docker daemon —add-registry=hpcregistry:5000 —block-registry=docker.io

57
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* Unschon:

« SSH Verbindung zum HPC Container aufbauen und
Output abgreifen

e ...schon besser:

- ,docker logs" und ,docker exec” auf dem Docker Host
arbeiten

* ...noch besser:
* Dockers Logging Driver verwenden fur den Output!
* Input Uber Service in Docker regeln
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Aufbau der HPC Images o
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* Richtlinie einfihren! _
-> Logische Trennung Helper_Script
nach Funktion Infrastructure
etcd_discovery
- Base + Applikation: %
- Libs /Bins / ...
CAE
* Infrastruktur: Aoplicati
1. Umgebung OpenFOAM 2.3.0 pplication
2. Services (optional)
3. Discovery Base Image

4. Startpunkt
--> Discovery Skript

59
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Problem: Netzwerk Infrastruktur ""
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- Stichwort: Service Discovery

- Container finden sich selbst Gber gemeinsamen
Kommunikationspunkt —> Key-Value-Store

« |[PAM, DNS —> Ubernimmt hier Middleware
« Einfach: /etc/hosts
- Alternativ: Consul, etcd +skydns, ....

60
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= Wieso Uberhaupt NET namespaces und nicht:

docker run -v /dev/infiniband:/dev/infiniband —net=host ..

» --net nutzt den Namespace des Host:
» selber Hosthame
= selbe Interfaces/IPs/MACs
» |[PolB —> bei NET Namespace: Bridge Interface
= Service Sockets im Container andern
» KVS Kommunikation
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OpenMPI: Socket Problematik Container

1. Submit the job

MPI job

62

OpenlLava Scheduler
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2. Node/slots allocation; place the job
on the first node

A)Cket s alrW

Node A

Wrapper

Host
13' file \

mpirun/
mpiexec

/]

VARV

/

Node B

via ssh

N

4. Launch
remote tasks

Node C

[/

k
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Quelle: http://www.teraproc.com/teraproc-blog/mpi/
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« NAT
 Pro: Freigabe einzelner Services

- Contra: Kann Komplex werden, schlechte Performance, 10st Socket
Problematik nicht

* Network Stack des Host (NET-Namespace)

- Pro: direkt, Beste Performance, keine weiteren Komponenten
notwendig

« Contra: SocketProblem bei >=1 Container auf dem Host

» Linux Bridges & virtuelle Switches
« Pro: Flexibel, Gute Performance, NET-Namespaces
+ Contra: Zusatzliche Verwaltung, IPoIB Bridge

63

S.Klingberg ,HPC mit Docker” | Tiibix 2016 | 11.06.2016 © 2016 science + computing ag




16y
) .

(=
({=]

STATUS QUO:
DOCKER IN QUEUEING SYSTEMEN
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= Erste Plugin Beta seit Anfang 2014

IBM Platform LSF Integration with Docker

Docker is an emerging container technology on the Linux Platform that allows users to
develop, ship, and run applications almost everywhere. This open beta integrates Platform
LSF with Docker to automatically start the Docker container on the execution host of an HPC
cluster after users have submitted jobs with the Docker image. The integration honours LSF
resource allocation (CPU, memory and affinity) and supports full job control, including job
suspension, resumption and termination, and it can also collect run time container resource
usage.

Try the beta build below. Want to know more? Contact & Zhi Qiang Zhai to ask questions or

to give your feedback.
Date Type Description Download
1 Aug 2014 Beta IBM Platform LSF Integration with Docker Beta 2

Quelle: http://www.ibm.com/developerworks/servicemanagement/tc/plsf/downloads.html
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How it works ?

= Leverage existing IBM Platform LSF plugins
mechanism (esub, job starter, job control etc)

LSF dispatch LSF daemons on _

master Computernode —
docker kill
Ca® Resource Monitor
’ e 1 pds
N 4 ‘ ~ 2. cpu time
. 3. memory
o 7 4 swap
Users
Dockerdasemon
# bsub ~a ‘docker (image)’ job ( Execution Envronment
1 environment vanables
2 pwd
3. executonuser
- hostname
I '
' I
' |
Execute a Job ‘ Resource Enforcement S
1. cpu share A
2. memory+swp imitation [ h
3. cpuset ‘
’
Docker container
Interactive Mode
\ 1. pseudo termingl
2. nteractve signal

Quelle: http://openpowerfoundation.org/wp-content/uploads/2015/03/Sanjabi-Sam OPFS2015 IBM v2-2.pdf
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Univa Grid Engine - Container Edition

Front-End Clients Bngille Back-end Execution Agents
Shared Resource Hardware Pool

Submitted Tasks ...*é*..
— Y 808+ 00
Submission User(s) e . . . . ot . . .
o 0000
0000

Policy & Priority Control
Opuc:tlzed Retscy)urce Utilization = = = = = =

e 1. Qmaster 7}

Monitoring & Workflow Control ........

Administrator(s) Accounting & Reporting

Quelle: https://www.univa.com/resources/files/gridengine container edition.pdf
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Docker in Univa GridEngine et
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Additional Docker support includes:

* Docker Directory Mapping - maps user directories outside of a Docker container into a
Docker container during a job run, making it easier to transfer files

* Full Job Control of Docker Containers - provides Grid Engine with the ability to suspend,
resume or Kill existing jobs running in containers

* Full Job Accounting for Docker Containers - provides accounting information for the job
running in the Docker container

* Run Parallel Jobs in Docker Containers - Users can submit parallel jobs to Grid Engine that
will run on multiple machines in Docker containers

* Automatic Handling - input, output and error files for Docker jobs

* Run Interactive applications in Docker containers - Grid Engine Interactive sessions can run
inside a container

Quelle: https://www.univa.com/about/news/press 2016/05312016.php
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(NESRC) Shifter:
Docker in Slurm/Torque/Cray

| an atos company

MOM Node
L PROLOG: launch
nodes L RootSetp
qeub/ -
sbatch CRAY_ROOTFS=UD!
pull Josompte Ny S
EPILOG: launch «rodess Compute Node ]

Usar P Compute Node |
4 Compute Node

I /

I Nvar/udiLoop

1 -

|

]

‘ Mvar/uch

usr
|
etc

I \ scratch

I __—» home

|

|

|

|

|

\

\
\

5 ~ - DockerHub or Private
Registry

Quelle: http://slurm.schedmd.com/SIL.UG15/shifter.pdf
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,»In a nutshell, Shifter allows an HPC system to efficiently
and safely allow end-users to run a docker image. [...]*

-GitHub https.//github.com/NERSC/shifter/ -
» User-spezifisches Docker Image (UDI)
= I[mage Gateway

» Sicherheit:
- udiRoot —> Rechte/Privilegien im Container
- nur MNT Namespaces —> Loopback VFS
- static-linked ssh im user-space”
- kein Socket Problem da sshd und Host Networkstack
- Filtern des Submitbefehls

= Prototyp anpassbar an verschiedene Queueing Systeme
* http://docs.cray.com/PDF/Shifter_User_Guide.pdf

(NESRC) Shifter:
Docker in Slurm/Torque/Cray
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Bewertung: CcC’

Integration von Docker in Queueing Systemen ™™™

| an atos company

= Container starten/stoppen/anhalten reicht nicht aus!
= Keinen direkten Docker Zugriff fur Benutzer
= Sicherheitsrisiko! —> Root-Problematik
» Beispiel: Fehlende NFS Authentifizierung
= MOglichkeiten: ,,docker-sudo-wrapper”
» Probleme bel verteilten, parallelen Rechenjobs auf MPI| Basis
= File Locking (?)
= Verschiedene Socket Problematik
= |solierte Prozesse —> Kein Namespace bei /proc , /sys
= Automounts unschon im Container
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Vielen Dank fur Ihre Aufmerksamkaeit.

Sebastian Klingberg

science + computing ag
WWwWw.science-computing.de



